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We claim: 

1 . A method for generating a password for a user, comprising: 
presenting said user with a plurality of hints; 

5 receiving a user selection of one of said hints; 

automatically generating a password based on said selected hint; and 
presenting said selected hint to said user to reinforce said generated password. 

2. The method of claim 1, wherein said plurality of hints include one or more of 
. io textual, audio or visual hints. 

3. The method of claim 1, wherein said plurality of hints include one or more of 
poems, songs, jokes, pictures or words. 

15 4 The method of claim 1, wherein said generated password is further based on a 

user input. 

5. The method of claim 1, further comprising the step of presenting said selected 
hint and said generated password to said user at enrollment. 

20 

6. The method of claim 1 , further comprising the step of sending said selected hint 
to said user as a reinforcement of said generated password. 

7. The method of claim 1 , further comprising the step of recording said selected hint 
25 and said generated password in a record associated with said user. 

8. The method of claim 1, wherein said selected hint is a poem and said generated 
password has a similar rhyme and meter as said selected poem. 
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9. The method of claim 1 , wherein said plurality of hints includes a plurality of jokes 
each containing one of a number of different variations for one or more variable words or 
phrases included in each joke and said generated password includes said variations for said one 
or more variable words or phrases. 

10. The method of claim 1, wherein said plurality of hints includes a plurality of 
words and said generated password is based on a subset of said words selected by said user. 

11. The method of claim 10, further comprising the step of generating one or more 
visual images to represent said subset of said words selected by said user. 

12. The method of claim 10, further comprising the step of generating a sentence to 
reinforce said subset of said words selected by said user. 

13. The method of claim 1, wherein said plurality of hints includes a plurality of 
image icons and said generated password is based on a subset of said image icons selected by 
said user. 

14. The method of claim 13, further comprising the step of generating one or more 
visual images to represent said subset of said image icons selected by said user. 

15. The method of claim 13, wherein said generated password is a resulting visual 
image from said selected subset of said image icons. 

16. The method of claim 13, wherein said user is queried about a resulting visual 
image from said selected subset of said image icons to obtain access to a protected resource. 

17 A method for generating a password for a user, comprising: 

presenting said user with a plurality of poems; 
receiving a user selection of one of said poems; and 
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automatically generating a password based on said selected poem, said generated 
password having a similar rhyme and meter as said selected poem. 

18. A method for generating a password for a user, comprising: 

presenting said user with a plurality of jokes each containing one of a number of 
different variations for one or more variable words or phrases included in each joke; 
receiving a user selection of one of said jokes; and 

automatically generating a password based on said selected joke, said generated 
password including said variations for said one or more variable words or phrases. 

19. A method for generating a password for a user, comprising: 
presenting said user with a plurality of icons; 

receiving a user selection of a subset of said icons; and 

automatically generating a password based on said selected subset of said icons. 

20. The method of claim 19, wherein said wherein said plurality of icons includes a 
plurality of words and said generated password is based on a subset of said words selected by 
said user. 

21. The method of claim 20, further comprising the step of generating one or more 
visual images to represent said subset of said words selected by said user. 

22. The method of claim 20, further comprising the step of generating a sentence to 
reinforce said subset of said words selected by said user. 

23. The method of claim 19, wherein said plurality of icons includes a plurality of 
image icons and said generated password is based on a subset of said image icons selected by 
said user. 
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24. The method of claim 23, further comprising the step of generating one or more 
visual images to represent said subset of said image icons selected by said user. 

25. The method of claim 23, wherein said generated password is a resulting visual 
5 image from said selected subset of said image icons. 

26. The method of claim 23, wherein said user is queried about a resulting visual 
image from said selected subset of said image icons to obtain access to a protected resource. 
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A apparatus for generating a password for a user, comprising: 
a memory; and 

at least one processor, coupled to the memory, operative to: 

present said user with a plurality of hints; 

receive a user selection of one of said hints; 

automatically generate a password based on said selected hint; and 

present said selected hint to said user to reinforce said generated password. 



28. The apparatus of claim 27, wherein said plurality of hints include one or more of 
textual, audio or visual hints. 

20 

29. The apparatus of claim 27, wherein said plurality of hints include one or more of 
poems, songs, jokes, pictures Or words. 

30. The apparatus of claim 27, wherein said generated password is further based on a 
25 user input. 

31. The apparatus of claim 27, further comprising the step of presenting said selected 
hint and said generated password to said user at enrollment. 
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32. The apparatus of claim 27, further comprising the step of sending said selected 
hint to said user as a reinforcement of said generated password. 

33. The apparatus of claim 27, further comprising the step of recording said selected 
5 hint and said generated password in a record associated with said user. 
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